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1 Introduction

This guide provides information on configuring the APV/vVAPV Series application delivery
controller for eClinicalWorks servers.

eClinicalWorks offers a variety of products including electronic health records, population
health management, patient engagement, revenue cycle management and others.

Array Networks APV Series application delivery controllers provide the availability, scalability,
performance, security and control essential to keeping cloud services and enterprise
applications running in their power band.

1.1 Prerequisites and Assumptions
eClinicalWorks

This document is written with the assumption that you are familiar with eClinicalWorks (eCW)
server products. For more information on planning and deploying the eClinicalWorks server
please visit the eC\W customer portal.

Array Networks APV Series

The APV/VAPV appliance must be running version ArrayOS 8.x or later. For more information
on deploying the APV/VAPV appliances please refer to the ArrayOS Web Ul Guide which is
included in the product CD or accessible through the product's Web user interface. We assume
that the APV appliance is already installed in the network with management IP, interface IP,
VLANSs and default gateway configured.

1.2 APV Series Application Delivery Controllers (ADCs) Benefits

The Array Networks APV Series delivers all required application delivery functions for optimizing
application delivery for eCW environments, such as Layer 4 server load balancing, high
availability, SSL acceleration and offloading, DDoS mitigation, TCP connection multiplexing, site
proximity and failover — all in a single, easy-to-manage appliance.

Availability & Scalability

The APV Series' server load balancing (SLB) ensures maximum uptime for eCW services.
Customers can scale their eCW environment to meet capacity and performance needs with
APV server load balancers.

SSL Offloading and SSL Security

APV Series provides industry-leading performance and cost per SSL TPS for 2048-bit SSL, with
advanced client certificate handling for secure application support and easy application
integration. SSL acceleration reduces the number of servers required for secure applications,
improves server efficiency and administration, and dramatically improves application
performance. Offloading compute-intensive key exchange and bulk encryption, and delivering
industry-leading client-certificate performance, APV Series SSL acceleration is ideal for scaling
secure Software-as-a-Service (SaaS) services, e-commerce environments and business-critical
applications requiring high-volume secure connectivity


https://my.eclinicalworks.com/

Network and Server Protection

The APV appliance can protect eCW services from malicious network and server attacks like
DDoS attacks, SYN floods, TCP port scans, UDP floods and UDP port scans, etc. The
advanced rate limiting options can rate limit connections per user and advanced HTTP profiles
can limit HTTP commands and parameters for Web applications.

Site Resilience

The APV’s global server load balancing directs traffic away from failed data centers and
intelligently distributes services between sites based on proximity, language, capacity, load and
response times for maximum performance and availability.

TCP Connection Multiplexing

The APV appliance multiplexes several client TCP connections into fewer connections for
HTTP- based services. The APV appliance also reuses existing server connections.

Cache Offload

The APV appliance serves frequently requested content from cache for increased performance
and thus scales the capacity of Web-based services.



2 Basic Installation

This section covers the basic installation and set-up of the APV appliance. If the APV appliance
is already installed in the network with management IP, interface IP, VLANs, WebUI enabled
and default gateway configured, you can skip this section and proceed to section 3: Advanced
System Configuration (via WebUI).

2.1 Factory Defaults

The Array APV ships with full factory defaults set. You will need to connect to the APV
via its Serial Console port to assign an IP address and gain full access to the
Administrative interface.

The unit ships with a DB9 to DB9 Serial Cable. Connect one end to the Console port of
the Array appliance and the other end to a PC using a Virtual Terminal emulator. Note,
most new PCs will not have a serial DB9 connector. You will need a USB to DB9
connector in this case.

Console Specifications

Emulation: VT100
Baud Rate: 9600
Data Bits: 8
Parity: None
Stop Bits: 1

2.2 Resetting Factory Defaults

If you need to reset the APV to factory defaults, type “configure terminal” or “conf t” for
short at the enable prompt to enter configuration mode. Then use the following
commands to clear the configuration and set the APV to factory default.

* AN(config)#clear config factorydefault

= You will lose all of your saved configurations.
B Type "YES" to revert the configuration to factory defaults: YES

= AN(config)#write mem

“write mem” commits the changes to the startup configuration.



2.3 Login for the First Time

Once connected to the APV via the serial console port, you will need to login using the
default user name and passwords.

Default Login Admin Accounts

Admin User Name: Array
Admin Password: Admin
Enable Password: Not Set

When prompted for credentials, user the information above. Note that the enable
password is not set by default. Simply type ‘enable’ and press ENTER at the password
prompt. We highly recommend that you secure your APV by setting the credentials to
non-default passwords before placing it into production.

Note that once you are logged in, there are different configuration nodes needed in order
to manage the Array APV.

User Mode

Enable Mode

Config Mode

Configuration Modes

The first level is User Mode. Here, the user is only
authorized to execute some very basic operations and
non-critical functions. The User Mode prompt appears
as “AN>" in the CLI.

The second level is Enable Mode. Users in this mode
have access to a majority of view-only commands such
as “show log config”. Users in the Enable mode may
execute commands from both the User and Enable
modes. Users will know that they have been granted
access to the Enable Mode when the CLI prompt
changes from “AN>" to “AN#".

The final level is Config Mode. It is at this level that
users can make changes to any part of the Array
appliance configuration. No two users may access the
Configuration mode at the same time. The CLI prompt
will change from “AN#” to “AN(config)#”.



2.4 IP Address and WebUI Settings

In order to make IP address changes, you must be in config mode.

Note that interfaces are referenced as “port#” in the Array OS. All ports are labeled on
the front of the appliance.

* AN(config)#ip address ‘“portl” 192.168.,199.175 255.255.255.0

* AN(config)#ip route default 192.,168.199.1

The Array APV has two administrative interfaces — the command line interface (CLI) can
be accessed via the console port or over the network with an SSH client. The second
administrative interface is a web-based user interface (WebUI), which can be accessed
with a web browser using the IP address given to the APV and port 8888. This port
number can be changed if necessary. To enable WebUI administration, type the
commands below.

. AN(config) #webui on

* AN(config)#wr mem

2.4.1 Accessing the WebUI

To access the WebUI, type “https://<ip_address_given>:8888 in the browser
address bar. You will see a certificate error. This is because the APV has a self-
signed certificate by default. Simply click ‘Continue to this website (not
recommended).’ to go to the admin interface.

You will be prompted for your login credentials. These are the same credentials
used to access the CLI. By default, the user name is array and the password is

admin.

The admin login prompt as it appears in Google Chrome



After successfully logging in with your admin credentials, you may need to also
enter the enable password to gain the ability to make configuration changes.

Login to APV WebUl|

n Er

1able Password

2.4.2 The WebUI

Once logged into the WebUI, you are in Config mode and can begin making
configuration changes.
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2.4.2 Configure the Host Name
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Click on General Settings under the System section and enter the name you
would like to assign to this particular Array appliance. Note: Using unique
hostnames helps prevent accidental configurations to the incorrect appliance!

As soon as you begin making changes, you will get the option to save those
changes. Click on Save Changes (disk icon in the top blue bar) before moving on
to another task, otherwise your changes will not be saved.



Host Settings
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2.4.3 Save to the Startup Config

System Time S=ttings NTP Settings

&S Host Settings

Host Name bt

A special note about saving your configuration: As you make changes, you will be
saving these changes to the running config. However, you must also save these
changes to the startup config. To save to the startup config, click on the disk icon
on the top right-hand side of the page. This is equivalent to entering “write mem”
on the CLI. If the unit is rebooted, any configuration changes not saved to the
startup config will be lost.
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2.4.4 Configure Date and Time

System Time Settings NTP Settings
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System Time 11/07/2018 12:58.02

System Timerone GMT v

Cancal

In the Date/Time tab, set the date and time. Uncheck the GTM check box and
configure your time zone. Remember to Save Changes and Save Config.
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2.4.5 Configure Interfaces

A © B+ D O 2

From the Network section, select the Interface Settings tab. The APV appliance
performs best when its interfaces are forced to use a specific speed rather than

e

setting them to Auto. Set the interface (Port) to 100full or 1000full, depending on
the switch port to which it is connected. Save Changes and Save Config.

Dashboard

System

Security

Netwark

»

»

»

"

v

v

Inzerface Secings

L2 Bridge

551

SPAN Pore

ARPMNDP

IP-Poal

TER/UDP Sewngs

BNS

Qob

v IPvh Advanced Settings

Routng

MAT

High Availability

Webager

5LB

G5LB

LB

-

~

w

System Interface Bond Interface VLAN Interface

B port1

Basic Settings

Intorface Name *

Interface Type

E ©@ADD ©DELETE
|| Interface Name

E pornt
Show |10 ¥ |entries
Interface Status
interface 1D
MAC Address *
MIU
speed

Promiscuous Mode

DHCP

port]

System

1P Address

100151151

acive

port]

00:25:00:31:c0:07

1300

MNET Interface

Netmask/Prefix

255.255.255.0

1000full

Dizabled

Disabled

Iriterface Configuration & Statistics

tanss

Interfsca P

Overlap

o

First  Previols Next | Lasr

10



2.4.6 Configure DNS (optional)

Again, in the Network section, if you need to configure a DNS server for the Array
appliance, click on the DNS link and then click on the Add link on the left.

nib1
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Enter the IP address of the DNS server and click Create the DNS Server, then Save.
You can enter multiple DNS servers if necessary.

© New DNS Server

Create the DNS Server IR

Basic setup is now complete.



3 Configuring Server Load Balancing

3.1 Server Load Balancing Configuration Components

There are four main steps required to set up basic server load balancing:

1.

Add Real Services - Real services are the individual application servers that will
be grouped and accessed via one virtual IP (VIP) address.

Add Group — A Group is the logical grouping of servers and real services that
serve the same application or service.

Add Virtual Services — A Virtual Service is the assignment of a virtual IP
address which will be used to access a group.

Configure SSL — SSL Settings are used when you need to offload SSL
encryption processing to the APV and away from your server.

3.2 Adding Real Services

To begin configuring Real Services:

1.
2.

Under the SLB section, click on Real Services.

In the SLB Real Service, click on Add at the left of the screen.
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Select Real Service Type: HTTP
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© New SLB Real Service
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Give the Real Service an arbitrary name — it cannot contain spaces. Enter the
Real Service IP address. Set the Health Check Type to “HTTP”.

@ New Layer 4 and Layer 7 Real Service

Real Service Name *

eCw_Real_Service

Real Service Type HITR —

Enable Real Service v o

Real Service IP * m 1PvE

Real Service Port 80
Max Connections 1000 (1-4294967255)
Heaith Check Type HITE -
UP Check Times 3 (1-255
Down Check Times 3 (1-255)

Create the Leyer 4 and Layer 7 Real Service Cancel

Click “Create the Layer 4 and Layer 7 Real Services. Click “Add” to add another.
Repeat until all Real Servers are defined. Save, then Save Config.
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3.2.1 Real Service Status

The Real Services page displays the server up/down status. If the server is
healthy and running, it displays a green check symbol. If the server is down or not
responding, it displays a red X symbol.
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3.2 Adding Groups

To begin configuring Groups, click on the SLB Real Service Group tab in the Real
Services section, then select “Add”.

nib1
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Select “Insert Cookie” from the dropdown for the Group Method

© New SLB Real Service Group

Group Method l_plgmicleﬁ— - I

- Please Select -
Round Robin

Least Connections
Shortest Response
SNMP

Hash Header

Persistent Hostname
Persistent URL
Caonslstent Hash Header
Hash Query

SSL Session 1D
siPcallio

SIP UseriD

SIP CalllD Persistence Session
SIP UseriD Persistence Session
Hash Cookie

Insert Cookie

Rewrita Cookie
Persistent Cookie
Embed Cookie
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Hash IP

Consistent Hash IP

Hash (IP + Port}

Least Bandwidth

Layer 2 Round Robin
Layer 2 Hash IP

| avmr 3 Cancictant Hach 1D

Forwards the client HTTP request
hitting this group for the first tima to
the real servica based on the first
choice method and inserts the Set-
Cookie header to mark the real service
into the HTTP response retumed by
the real service. Whan subsaguent
client HTTP requests with the cookie
inserted by the appliance hit this
graup, they will be forwarded to the
same real service persistently.
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From the resulting dialog:

© New SLB insert Cookie Service Group

Greup Name *

Group Method Insert Conkis -

Number of Active Real o (C-65535) @

Services
Enabile Group W

Cookie Name eOW Saris

Enable Path Attribute v B

First Chaice Method

Threshold Granularity

cancel

1. Assign a Group Name (arbitrary)

Enable the group (make sure the checkbox is checked)

Assign a Cookie Name (arbitrary)

Enable Path Attribute (check the checkbox)

Select Least Connections from the dropdown for First Choice Method

Set the Threshold Granularity to “1”

N oo o & DN

Click Create the SLB Insert Cookie Service Group button. Save Config

3.2.1 Adding Real Services to a Group

Double-click on the Group Name to continue configuring the Group you just
created.
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Click Add to add real services to the created service group.

© New SLB Group Member

Group Name

Real Service Name
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Click “Create the SLB Group Member” button.
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Scroll down to the Group Members section and select the Real Servers (from the
Eligible Reals dropdown) that will be part of the group. You will need to click Add
at the top of the Group Members table, select each Real Server individually, then
click on Add to add another. When done adding servers, Save then Save Config.

3.2.2 Group Status

Verify the Real Service Status under Group Members, as shown above.

3.2 Health Check Settings

Next, configure the Health Check Settings for the eClinicalWorks application. The Health
Check Settings are used by the APV to verify that the eCW application server is running.

If a real service is detected as down, the server is removed from rotation to ensure
application availability. When the server is back up in operation, it automatically gets
returned to the list of available servers.

3.2.1 Configuring Health Check Settings

From the SLB section, select Real Services, then the SLB Health Check tab.
Here we configure the health check settings that will be used to test the health of
the eCW application servers. Please note that there will be default health checks

18



here, but please follow along with the instructions below. Click on the Add link on
the left.

SLA Renl Service  SLA RenlServies Group | SLB Health Check | SLA Group Health Check  Datahase Server Henlth Check

& Dashboard
0 System -
& SLB Health Check

B Security v
@ Network v

B SADD GDELETE Health Check Type (XD}
¥V Routing w
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v 55 Settings

+ HTTP Settings

b Glabal Seftings

™ Monitoeing Canter

@ cse v

Choose “HTTP” from the Health Check Type drop down list:

©  Mew 5L8 Heolth Check

ot
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HTTR

HTTPS

T

TCPS
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Seript-TCR
SCripeTCPS
Serlpe-LIDR
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HTSP over TCP
MysSQL DB
MySQL DES
MsSOL DB
MsS0L DBS
LDap

Add the Health Check Name (arbitrary value).

Click the picker box "~ and choose the real server you’d like checked.

Add the IP address and port you would like checked (leave the port set to “0” for ICMP
health checks).
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Health Check Name * oCwW
Real Service eCw_Real_Service 4= eOW_Real_Service
eCw_Real_Service
Health Check Type iextp =
Up Check Times 3 e
Down Check Times 3 (7]
Health Check IP * 7]
[
192,168.188.12
Heaith Check Port * 0 (0-65535) @
Cancel

Once complete, click “Create the ICMP Health Check”. Create a health check for each,
real server. Once complete, save the configuration.

3.3a Add a Virtual HTTP Service

The next step is to create an SLB Virtual Service for the APV Series to allow the client to
access these services. On the APV appliance, a Virtual Service is defined by a Virtual
IP/Port and the protocol. External client requests will be terminated on it and the APV
appliance will load balance the requests to different Real Services. Follow these steps to
configure the Virtual Service for eCW:

From the SLB section, click on Virtual Services. Click Add to add a new Virtual Service.
1. Set the Virtual Service Type to “HTTP” from the dropdown.

2. Add a Virtual Service name (arbitrary) and tick the checkbox to Enable this
Service.
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3. Configure the IP address for the Virtual Service.
4. Assign the Virtual Service Port (8080).
5. Click Create the HTTP Virtual Service to create the Virtual Service.

© New HTTF Virtual Service

virtwal Service Type HTTR - @
Virtual service Name © ECW Virtual Service
Enable Virtual Service v 8
192 168,188.50
Port 08T

Max Connections

Enable ARP v

Cancal

Double-click on the Virtual Service name to continue making configuration settings.

! L B e /A M Aaray

SLB Virtual Service  SLBWiink

& Dashboard
O System v -
% SLB Virtual Service -
I Security v
& Neowork w
¥ Routing -
NAT v
i E ©ADD @DELETE ACTIONS =
13 High Availability s || | Virtual Service Type Virtual Service Name Enable Virtual Service L] Port
& Webagent v B | e us_eCW _frank © 172.25.5.90 2080 Mare.
m T [iRIS-HTTR 1722 it} Mare..
& 5B ~ ] | HTTR FujiRIS-HTT ] 225354 B Mare.
S [E] | HTTR eCW-HTTP ] 172.255.82 BOBD | More..
Vi
| | HTTRS emr.phydsta.com ] 172.25.5.20 B243 More...
* Real Services
2] | HTTRS ris. premierraciclogy.com [ 172.253.54 443 More..
» Policies
Show (10 ¥ ie-—u.'-es First  Preuvious - Nexr | Last
» 551 Settings

Choose the tab “Policy Settings” and click “Add”. A policy is needed to tie everything
together (virtual service with real servers).
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ﬁ

Dashboard

System

Security

Network

~ 0 B Db B

Routing

NAT

High Availahility

Webagent

= D O ®

SLB

Virtual Services

Real Services

Folicies

S5L Settings

HTTP Settings

Global Settings

& Manitoring Center
@ G5B
% LB

£ Admin Tools

b g

SLE Virtual Service | SLBE Viink

B ECW_01

Aasic Sectings | Policy Settings  SNAT  ePolicy  HTTP Settings  TCP Dptions  Advanced ACL Settings - Advanced HTTP ACL Settings  Advanced Settirgs

Policy. Static Palic
= GADD QDELETE

| Policy Type Policy Name Virtual Service Assoclated Groups

Mo cata avallable In the cabie

Show | 10 § enmies First  Previous
Assoclated Policy Order Template fefault_template =

SpeedCore™ 2017 Arrz

Choose “Insert Cookie” from the Eligible Policies dropdown.

© New Policy

Assign a policy name (arbitrary).

Palicy Type l ~— Please Select -

Default
Backup

Header

‘ ~-- Please Select —--

Regex

oS Hostname
QoS URL

QoS Bady
Persistent URL
Hash URL

QoS Cookie

Inzert Cookie
Persistent Cookie
Rewrite Cookie
QoS5 Cientport
oS Network
Redirect

RTSF Filetype
RADIUS Session 10
RADIUS Username
DNSSEC

Qos Diameter

The Insart Cookie policy will be hit
when the request for the virtual service
contans the cookie inserted by the
appliance for the gesociated group.
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© New Insert Cookie Policy

Pellcy Type Insert Cookie -

Palifcy Name = eCW-01

Virtual Service FOW.O1

Asseciated Groups SLE Real Service Group SLE Viink

Palicy Precedence * a [0-65535)

Cancel

Click the picker box = and choose the group you just created.

Policy Type Insert Cakie -
Policy Mame * aCW-01

Virtual Service RE

Assoclated Groups SLE Real Senvce Group SLE Viink: -

:-{?O rd

Policy Precedonce * 0 (0-65535)

Ensure “0” is selected for the Policy Precedence and click the “Create the Insert Cookie
Policy” button to create the policy. Save the configuration.

3.3a.1 Virtual Service Default Policy

All Group associations must include a default policy (the policy that is executed if all prior
policy conditions are not met/used). To set the default policy:

1. In the SLB > Virtual Services section, select the Policy Settings tab.
2. Click “Add” as above.
3. For policy type, choose “Default”.
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Policy Type - Please Select - 14

---- Please Select ----

| | The default policy will be hit when the
request hits no other policy with higher

Default | priorities for the virtual service. Only

Backup one default policy can be configured
for one virtual service.

Header

Regex

QoS Hostname
QoS URL

QoS Body
Persistent URL
Hash URL

QoS Cookie

Insert Cookie
Persistent Cookie
Rewrite Cookie
QoS Clientport
QoS Network
Redirect

RTSP Filetype
RADIUS Session ID
RADIUS Username
DNSSEC

Qos Diameter

4. Click the picker box = and choose the group for which you just created the
Insert Cookie policy.

5. Click “Create the Default Policy” and Save Config.

If the Virtual Service is HTTP, then you are done. At this point, your Virtual Service
should be accessible.

If the Virtual Service is HTTPS, go to the next section.

3.3b Add a Virtual HTTPS Service

When HTTPS service support is required, this is how you add it:

On the APV appliance, a Virtual is defined by a Virtual IP/Port and the protocol. External
client requests will be terminated on it and the APV appliance will load balance the
requests to different Real Services. Follow these steps to configure the Virtual Service
for eCW:

From the SLB section, click on Virtual Services. Click Add to add a new Virtual Service.
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Dashboard

System

Security

P B D B

Network

¥ Routing

NAT

High Awailability

Webagent

= D O B

5LB

b Mirtual Servicas

Real Sarvires

Palicies

551 Sartings

HTTP Setings

Global Settings

& Monitoring Centar

Q G5.B
X Lus

%, Admin Toels

SLBVirtual Service = SLE Viink

% SLB Virtual Service

virtual service Is the virtual mapping of real services on the appliance.itls used to Intercapt the nepwvork traffic destined for the these services. The!
the associated real service grovup, which further distributes the network traffic te the spedfied real services based on the group method

©ADD SDELETE ACTIONS ~

3 Virtual Service Type Virtual Service Name Enable Virtual Service

Mo dara avallable in the table

show| 102 ]!ern'rles

1. Set the Virtual Service Type to “HTTPS” from the dropdown.

© New SLB Virtual Service

Virtual Service Type I S

HTTP

HTTPS

DNS

FTP

FTPS

SIP over TCP

‘ == Pleaze Select —-

SIP over UDP
RTSF

ROP
RADALUTH
RADACCT

Diameter

TP
TCPS
uop

Tuxedo

2. Add a Virtual Service name (arbitrary) and tick the checkbox to Enable this

Service.

3. Configure the IP address for the Virtual Service.
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4. Leave the remaining items at their default values (Port 443, Max Connections O,
and Enable ARP checked).

5. Click Create the HTTPS Virtual Service to create the Virtual Service.

Virtual Service Type HTTRS = ©
LR A ECW Virtual 01_HTTPS

Enable Virtual Service W

we A -

[ 192,168,188.50)

Fort 443
Max Connection 0

Enable ARP W

Creats the HTTPS Virtual Service Cancel

Double-click on the Virtual Service name to continue making configuration changes.

! L B e /A M Aaray

5LB Virtual Service SLBViink
& Dashboard
O System v -
& SLB Virtual Service @
B Security v
tined for the thess
IR h further distributes the
¥ Routing -
NAT ~ .
i E ©ADD @DELETE ACTIONS~ Wirtual Service Type
13 High Availability . || | Virtusl Service Type Virtual Service Name Enable Virtual Service P Port
& Webagent v B | e us_eCW _frank © 172.25.5.90 2080 Mare.
& sl ~ ] | HTTR FujiRIS-HTTP ] 172.25.3.54 81 Mare..
. ] | HTTE eCW-HTTP (-] 172.255.82 BOBD | More..
Virtual Services
| | HTTRS emr.phydsta.com o 172.25.5.20 B243 More:..
* Real Services
2] | HTTRS ris. premierraciclogy.com [ 172.253.54 443 More..
» Policies
Show (10 ¥ ie-—u.'-es First  Preuvious - Nexc | Las
» 551 Settings

Choose the tab “Policy Settings” and click “Add”. A policy is needed to tie everything
together (virtual service with real servers).
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Search

Array

AN

SLE Virtual Service  SLBViink

&% Dashboard
L System ~ " X
Bs ECW Virtual 01_HTTPS
& Security v
@ Network v
Basic Settings | Policy Settings  SNAT ePolicy HTTP Sewtngs TCP Options  Advanced ACL Settings. Advanced HTTP ACL Settings  Advanced Settings
¥ Routing L
L NAT v g Static Policy
= ©ADD SDELETE Al
13 High Availability b e
|| | Policy Type Policy Mame Virtual Service Associated Groups
& Webagent ~
Mo data avallable in the tanie
& sie A
Show | 10 4 entries
v Virual Services
b RealServices Associated Policy Order Femplate =
v Paliclas
» 550 Settings
v HTTP Settings
r Global Senings
& Monitoring Center
@ GSLE ~
X LB R
%8 Admin Taols v

Choose “Insert Cookie” from the Eligible Policies dropdown.

Policy Type ‘ o PIEASE SEIRCE < -

Please Select

‘ Default
Backup
Header

Regex

Qo5 Hostname

QoS5 URL

Qos Body

Persistent URL

Hash URL

Qos Cookie The Insert Gookie policy will be hit
when the request for the virtual service

contains the cookie inserted by the
Persistent Cockie apollance for the associated graup.

Insert Cookie

Assign a policy name (arbitrary).

27



Palicy Type Insert Conkie b
Policy Name * aCW-01Sacure

Virtual Service  EOWVIMualol_HTTPS

T
Policy Precedence * 0 [0-65%35)

Cancel

Click the picker box = and choose the group you just created. Then click the arrow.

Palicy Type Insert Cookia 3T

Policy Name * aCW-D1-Secure
Virtiral Service ECW Virtual _01_HTTPS

Associated Groups SLB Real Senvice Group SLE Vilink

ECW_Graug

(]

Policy Precedence * o {0-65535}

.

Ensure “0” is selected for the Policy Precedence and click the “Create the Insert Cookie
Policy” to create the policy. Save the configuration.

3.3b.1 Virtual Service Default Policy

All Group associations must include a default policy (the policy that is executed if all prior
policy conditions are not met/used). To set the default policy:

6. Inthe SLB > Virtual Services section, select the Policy Settings tab.
7. Click “Add” as above.
8. For policy type, choose “Default”.
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Policy Type | - Please Select - - |

The default policy will be hit when the
requast hits no other palicy with higher

— Please Select —

‘ Default |

priorities lor the virtual service. Qnly
Backup | one default policy can be configured
for one virtual service.
Header |
Regex

QoS Hostname
QoS URL

QoS Body
Persistent URL
Hash UREL

QoS Cookie

Insert Cookie
Persistent Cookie
Rewrite Caokie
QoS Cientport
QoS Network
Redirect

RTSP Flletype
RADIUS Session ID
RADIUS Username
DNSSEC

Qos Diameter

9. Click the picker box = and choose the group for which you just created the
Insert Cookie policy. Then click the arrow.

Policy Type

Default -
Virtual Service ECW_Virtual_01_HTTPS
Associated Groups SLA Real Service Group SLB Viink
4= ECW_ Group
Craats the Defaul Policy Canee!

10. Click “Create the Default Policy” and Save Config.

3.3.2 Add an SSL Virtual Host

An SSL virtual host is required when you want to offload HTTPS traffic to the load
balancer. This is usually done to reduce load on the backend servers, and your load
balancer is specifically designed to handle these types of loads.
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To begin configuring the SSL settings, go to SLB > SSL Settings. Click on the SSL
Virtual Host tab.

55L Giobal sattings S5L Wirtual Host S5L Real Host S5L Interception Domalntist
&% Dashboard
O Systern t : 2

& SSL Virtual Host

1 Security -
@ Network -

B  QaADD SDELETE ACTIONS ~
VP FRouting -

S5L Host Name Status

A NAT v

Mo dama avallabie In the table
€3  High Availzbility ~

Show| 10 3 entries
e Webagent -
i 5B ~

¥ Virtual Senices
» Real Services
+ Policles

I » S5L Senings
» HTTP Settings
v Global Sestings

& Monitonng Center

@ G5 v
K e v
of Admin Tools v

Once you are on the Virtual Hosts page, click on the “Add” link on the left of the window
and in the Virtual Host Name field, assign a descriptive name to the Virtual Host you are
creating. Note that neither spaces nor most special characters are allowed here.

55L Host Name *

Create the S5 Virual Host <]

Next, double click the host name you just created and choose the virtual services tab,
toward the middle of the resulting page.
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S5L Global Settings = SSLVirtualHost 551 Real Host  55L Interception Domainlist
& SSL Virtual Host
= ©OADD ©GDELETE  ACTIONS ~
55L Host Name Status
1 eCN-D1-Secure-Host o
Show| 10 4| entries First
| SSL Global Settings | SSLVIrtual Host | SSLHeal Host  SSLInterception Demainlist
L ’
B eCW-01-Secure-Host
BasicSettings  S5L Interception Status. | Virtusd Services | SSLSNI CSR  Certificates Advanced Options  Client Verification Settings Website Classification  Connection Statistics  Session Statistics  Webs
SLB Virtual Services HTTPS Virtual Service TCPS Virtual Service FTPS Virtual Service
=]
—
Click the picker box “— and choose the service for which you will be offloading SSL.
Then click the arrow.
| SSL Global Settings | SSLVIrtual Host | SSLHeal Host  SSLInterception Demainlist
2 o
B eCW-01-Secure-Host
BasicSettings  S5L Interception Status. | Virtusd Services | SSLSNI CSR  Certificates Advanced Options  Client Verification Settings Website Classification  Connection Statistics  Session Statistics  Webs

SLE Virtual Services

Click “Save Changes”.

FTPS Virtual Service

HTTPS Virtual Service TCPS Virtual Service
=]
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Basic Settings  S5L Interception Status | Virtual Services SSLSMNI (SR Certificates Advanced Options  Client Varification Sattings  Website Classification  Connection Statistics  Session Statistics Wiebs

SLE Virtval Services

If you can’t see the virtual service listed in the dropdown, it is probably because you
have not configured it as type: HTTPS. Please go back to Virtual Services, and create a
group with the type HTTPS.

3.3.3 Configure the SSL Virtual Host

Instructions for importing and assigning an existing SSL certificate will follow, in this
section. Generating a CSR (Certificate signing Request) is only necessary if you need to
purchase an SSL Certificate.

All references to “SSL” should be considered to include SSL, TLS or any mixture of
those technologies you wish to use.

We will go through the process of setting up a self-signed certificate so you can move
forward with SSL.

Choose the “CSR” tab; this menu is reached by either clicking the tab in the menu after
3.3.2 (above), or choosing SSL Settings from the left menu, SSL Virtual Hosts from the
tabs near the top, double-clicking the host for which you want to generate a certificate,

and then choosing the “CSR” tab.

From the Actions menu, click Generate CSR.
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B eCW-01-Secure-Host

Basic Sectings S5L Interception Status  Virtual Services  SSLSNI (SR Certificates  Advanced Optons  Cliznt Varification Sattings  Websita Classificazion  Connmection Statistics  Secsion Statistics Waby

ACT|ONS =

"] | Domain Name C5R Type CSR

Mo data availablz in the table

Frst  Pre
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As the field data is explanatory, we will skip a line-by-line instruction. Please keep in
mind that blanks with an asterisk are required information.

Generatenew ey [EREEN

Ney Length 2048 biTs-R3A =
Certificate index t =
Signaiure Afgorichm shaztersa -
Lomain Name ~Fiease seact- =
Country 4 us
State/Provines i
Cityrlocality Dalias
Organization *

Array Netrorks, Inc

Qrganfeditanul Untr Hiray Networks, Inc

Organizational unit Aeray Metparks, Inc.
Orgunicatianel Unit Acray Metanrks, nc.
Mot Use Vhost Name as Disabled
Comimon Name
Mt baistembar Smad] SUPPOTLERS Ry BT, L

Add Subject Afternative

Names

Subfect Alternative ™

Names

Private Key Exportable Disabied

The result of properly filling the above information out is a page that looks like this:



SR Monal Seung  SSUVIitesl  BSLMMsMOR S50 inberrptios Dumdst

Bi eCW-01-Secure-Host

W ACTIONS -
Damain fama Ty cn
(e
e s m W

Lastly, you need to enable Status for your virtual host. Click “SSL Virtual Host” in the top

tabs:

S5 Glcbal Settings SSCVirtwal Host 550 Aleal Host S5L Interveption Domainlist

ES SSL Virtual Host

= QADD ©DELETE  ACTIONS -
[] | S5L Host Name Status

[ eCW-05-3ecure-Host o

Show | 10% ] entiles

Double click the SSL Host Name for which SSL services need to be enabled:

551 Global Seqings S5LVirtual Host 550 Real Host S5LIneerceprion Demalnist

Bj eCW-01-Secure-Host

Basic Cattrgs | S5LInterceptionStalue VirtualServces SSLSM CSR Coetficatws  Advanced Daflars  Cliant Vorification Satiings  Wabsits Classification Cannartion Statisties  Session fiativhes
S5 Host Name #CVI0) SeruresHart
Status Disabied|

Wobste Stativtics

Lastly, click the “Disabled” slider to the “Enabled” status, click “Save Changes” and then

save the configuration.
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SALGlobal Settings | SSLAArtual Host | SSLReal Host S50 Iatercaptinn Domainist

Bi eCW-01-Secure-Host

Bagic Seftings | S5Lintarceptions Sratus Virtual Servces  SSLEAI CSR Cerificatec  fdvsrcod Opfions  ClantVerification Setlings  Websita Classification. Connertion Statisties  Seegion Statistios Websioe Stasistio

FEL AL v, oCW.01 Seture-Host

- .

3.3.4 Import an Existing Certificate

Choose “SSL Settings” from the side menu, then choose the “SSL Virtual Host tab” at
the top of the page. Then choose the SSL Virtual Host for which you want to import a
certificate:

& SSL Virtual Host

= QADD SDELETE ACTIONS -
"] 55L HostName Status

[ | eCW-0F-Ssdure-Hast a

snaw [ 103 | emres

Choose the “Certificates” tab:

Bi eCW-01-Secure-Host

Basic Suitings 551 Intercoption Status  VietualSanvdcas  SSLEM| CSR | Certficates | Advanced Options  Clent Verffication Settings  Website Oacsification  Connmection Statstics  Session Statistics  Website Satistics

||  Domain Name Indes Certificate Type Status Activated State Subjoct

B 1 RSA yaild ® C=LI5, 5T=T¥ L=Diaftas, O=Array Notworest, Inc, DU=Array Natworksh, inc OU=&mray Netaorks, inc OLi=Array
b Lz -Secite-Hostemaldddress=suppon @arraynehworcs com

Show [ 10 |antres

] | Demain Name | File Mame

Mo dats avallable inthe @ole

Show | 104 enuries

= ACTIONS -

|| | pomain Mame ndex status issu=r

o dats available in the bl

Show | 10% |antnes

In the first section, choose the “Actions” dropdown, and then choose “Import RSA/ECC
Certificate”:
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' Activata
[ Deactivate
Delete

Stiay Import RSA/ECC Certificate
Impaort SignCertificate
Irmport EncCertificate
Import Digital Envelope
Generate CA Certificate for SSL Interception

I export key

Choose “Manual Input”

Status | Activated State Subject
Valid ® C=US,ST=TKL=Dallas,0=Array Networks\, Inc,OU=Array Networksh, Inc, GU=Array Natworks, Inc,OU
=Array Networksh, (nc, CN=eCW-C1-5ecure-Host.emallAdd Imi raynetwarks.com
First  Pravious - Mext

Backup/Restore C
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/7 |Import RSAJECC Certificate

Impart- RSAYECE Certificate

using o TETE

Private Key

Key Passphrase

Certificate Content

Certificate Index

1 -

Domain Name

—-Please Select-- -

Impert RSA/ECC Certificate

o Enter the private key for your existing SSL / TLS certificate
o Enter the passphrase
e Enter the certificate information

e Leave the Certificate index as-is
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e Ignore the Domain Name.

# Import RSA/ECC Certificate

Internat America - Airmal Web Aceess
mail airmatl netiemall/scripts/index.plPEVI=14..,

tmport RSA/ECE Cartificate

Using Local File' | TFTP EREERREIRLSI

Private Key

FUJ T ZDUUREASSEU P LS W Y LTI T BIUO / FoEug Ly
JeMgWYAMQyIUSUa/rdNZ5HR
QtsyWxP2b7IWKGAcWPiGETZp 1 FealZ65RIIKOISM
abdrb3o+kiRnHeHaNZoN3vH
cBo2sywB7g/ypEuddzmPeD Huwwyl+ 0 QP UBudwE
GoL6tdFeZ5tDoKvy2obCol Nk= j-
—END ENCRYPTED PRIVATE KEY ——

Key Passphrase

Cartificate Contant
AL L ALY | RIS ALY DR IMLIPLUF V0
V1 ga5Z4qupmiNg/tUG[Ti
aSIPM5D1 Ksv7QNHEAT MEoxZryxYiSGMWANg Qazy
HIWENShOrLoORkEYiaNTYEVE
Zvg|7XDHNCVGIErHdVERDIS[IFMaVWY KegskiniaA
FRHWSPWINkryLILlik=
-—END CERTIFICATE-——

Cartificate Indax
1 -

Domain Mame

~-Please Select-- -

Import REA/ECC Certificate

Click “Import RSA/ECC Certificate”

Bi eCW-D1-Secure-Host

Baslc Serings S5LINterception Status  Virual Services. SSLSNI OSR Cernificates | Advanced Options  Client verification Sertings  Website Classilcation  Connection Satstics  Session Statistics  Website S

_| | Domain Name Index Certificate Type Stotus Rctivated State Subject

] 1 R5A Yalie -] CU=Domain Contrel Validated CN=www.arraynetworksdemo.com

Show | 10 3| entries First  Previous

Lastly, choose the certificate you just added, and choose “Activate” from the Actions
dropdown:
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=  ACTIONS ~

T Activate Status Activated State Subject
i |
|| ‘Beactvae valid o OL=D0main Contral Vall dared CN=ww ar1ayenwor ksems com
Import signCertficare

Import EncCertificate Backup/Restore Ta
Import Digital Envelope

Generate CA Certificate for 55L Interception

mJ Delete
i Import RSA/ECC Certificate First  Proyious - et
i |

Export Key
N0 d2T3 aualanie n e Tanle

The resulting green icon indicates success:

" | Domain Name Index Certificate Type Status Activated State Subject

| 1 R5A Valid ] CU=Domain Contrel Validated, CN=www.arraynetworksdemoe.com

- S BT e

Save the configuration.

3.3.5 Import an Intermediate Certificate

If your certificate registry requires the use of an intermediate certificate, what follows are
instructions on how to add an intermediate certificate. If you do not need an intermediate
certificate, you may skip these instructions.

Choose “Import” from the “Intermediate CA Certificate” Actions dropdown menu:

_ Delete ‘ Index Status Issuer

Nogg mport

show| 10 % | entries FirsE  Previous = Mext

Choose Manual Input in the resulting page:

trnarT

Using Local File | TFTP m

Certificate Content

Domain Mame

~Please Select— b

Enter the intermediate certificate provided by your Certificate Authority:
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# Impo

frrigrt

using LocalFile | TFTe JRTLTTN

Certificate Content
USUANWY THEUNSUBANINEBULT SUUWIRREVUVEES
dsd2pM3Z2 Cegrpy ] KrkQaut 1
GIOAKGRIFDS/ELATIBRFLDYGLDHH] QQo7CoZ0D
u+BCLINVVOSERdRKrg ek +2x
LAY ZIwESS/3YREVIdvTRaWRKZ hinQKCacuBRONy
PIBBCAB
——END CERTIFICATE—— |

Domain Name

—Please Select— -

Click Import.

Bj eCW-01-Secure-Host

Basic Semings  S5Lintercepnon Status  VimualServices SSLSME CSR | Certificates | Acwanced Opnions  Clianr verMicanon Setengs  Websle Classficanen  Connecmian Statisncs. Session SaTstics  Wisbsite Statistles

" Domain Name Index Certificate Type Status Activated State Subject

1 REA Walid (-] CJ=Domain Control Validated Ch=www.arraynetworksdema.com

snow| 10 & entries First  Previous . Mext: Last

SackupyRestore Cevtificate.

ACTIONS =

Domain Mame Fila Name

No data availatle in the abla

Show| 10 3 entriss First  Previoys  Next Last

Damain Mame Index Seatus lssuer

- 1 Vaiid CeLIS ST=Anz0na L=Seomsdals O=GaDaddy.comy, | e, CN=Go Daddy Raor Certifleate Autharmy - G2

Show! 10 # enmrles Frst  Previsus - Mext.  Last

41



3.3.5 Create an SSL Real Host (Optional)

In some cases you may be required to continue HTTPS protections from the client on
the Internet all the way to the system serving traffic to said client. In these cases, you will
need to configure your Array APV to send encrypted traffic to the real servers, and you
will need to insure the real servers can encrypt/decrypt as necessary. For the purposes
of this guide, we are only going to focus on how to configure the load balancer.

If you do not have an existing virtual host, please return to 3.3.2 and create the SSL
Virtual Host.

Go to SLB (side menu) > SSL Settings (side, submenu) - SSL Virtual Host (tab toward
the top of the page). Choose the existing SSL Virtual Host.

& Dashboard

550 Global Settings  SSL Virtual Host S50 Real Host  S5L Interception Domainiist

0O  system v T :
& SSL Virtual Host
18 security ™
& Network w
= OADD ©DELETE ACTIONS~
P Routing S
55L Host Name Status
w
A NAT Demo_55L_Virt_01 -]
t3  High Avallabllb L '
e 4 Show| 10+ entries First  Previous - MNext 1
& Webagent -
i 5B ~
v Virtual Services
* Real Services
» Policles
I # S5L Setlings

From the resulting page, choose “SSL Real Host” from the tabs at the top of the page:

AN [Arra

55L Global Settings 550 Virtual Host ~ S5L Real Host  55L Interception Domalnlist

@ Dashboard
L system v o = |
&= SSL Real Host
I8 Securkty W
& Network v
O©ADD ©DELETE  ACTIONS~
P Routing L
55L Host Name Status
v
A NaT No data available in the table
13 High Avallability v
Show | 10 ¥ |entries First-  Previous Next |
& Webagent Lo
& 5B ~
v Virtual Services
b Real Services
v Polides
I » S5L Settings
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Choose Add from the preceding drop down

Enter a name for the SSL real host. Note that this is an arbitrary name — you may use
anything you wish. Only use numbers, letters, underscore and hyphen in the blank. Once
complete, click “Create the SSL Real Host” button

© New S5L Real Host

S5 Host Name *

Create the SSL Real Host

Doubleclick the resulting service:

& SSL Virtual Host

©QADD  ©DELETE  ACTIONS -~

| | SSLHost Name Status
| | Demo_S5L_Virt_01 -]
Show | 10 % entries First  Previous Mext |

Choose the “Real Services” tab, from the tabs below the main tabs

Click the picker box = and choose the real server
Click “Save Changes”.
Note: The real server you choose must be an HTTPS service.

B Demo_SSL_Virt_1

Basic Settings  S5L Interception Status  Real Services  S5LSNI Certificates  Server Verification Settings  Advanced Options  Connection Statistics

Session Statistics

Real Services Dema 1 Demo_01
Demo_1

Complete this for each real server behind the load balancer which requires backend
security (HTTPS).
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