
Overview
A global top 7 fi nancial insƟ tuƟ on headquartered in New York, with regional offi  ces 
throughout North America, South America, Europe, Asia and Australia needed 
to provide on-demand remote access for their enƟ re workforce of over 35,000 
employees. Access needed to be provided from a standard web browser using each 
employee’s exisƟ ng single sign-on (SSO) credenƟ als while maintaining regulatory 
compliance and prevenƟ ng data leakage. 

During the H5N1 virus (also known as Avian Flu) outbreak the company recognized 
the need to be able provide remote access to every company employee. In the event 
of a global or regional outbreak it was esƟ mated that all employees would need 
to work remotely for as much as two weeks at a Ɵ me. With a global presence, the 
company also recognized that regional events such as severe storms could prevent 
local employees from reaching their offi  ces for extended Ɵ me periods. ExisƟ ng secure 
remote access soluƟ ons, such as SSL VPN, did not scale on-demand and were too 
costly to deploy across the enƟ re corporaƟ on.

In order to maintain producƟ vity and enable employees to work through business 
disrupƟ ons the company launched an iniƟ aƟ ve to provide secure, easy-to-use remote 
access to every employee.

Array Networks DesktopDirect Provides Remote Access 
to All Employees

Leading fi nancial institution deploys Array Networks DesktopDirect to provide 
scalable, seamless access for mobile and non-mobile users.

Execu  ve Summary

Challenges 

• Provide remote access for up 
to 35,000 Concurrent Users

• Work with exisƟ ng SSL VPN 
infrastructure

• License costs and infrastruc-
ture for SSL VPN prohibiƟ vely 
expensive

Solu  on
• Array Networks SPX5800 with 

DesktopDirect

Benefi ts
• Remote access provided to all 

company employees
• Data leakage eliminated
• Footprint 85% smaller than 

compeƟ ng soluƟ ons

Customer Profi le
• Top-7 fi nancial services fi rm
• Worldwide branch offi  ce, 

headquartered in New York, 
NY

• 35,000 employees

In order to maintain their longstanding 
tradiƟ on of providing insƟ tuƟ onal and 
individual investors with new invesƟ ng 
opportuniƟ es and advising clients on 
strategic transacƟ ons, the company 
needed to enable all workers to work 
remotely in the event of a global or 
regional event that prohibited direct 
offi  ce access. The company faced many 
challenges in providing an on-demand 
remote access soluƟ on for all employees. 
Most remote access soluƟ ons require 
that each employee be provided with a 
corporate laptop that they use remotely 
to access the corporate servers via SSL 

VPN. Each laptop also must have an SSL 
VPN client installed. For a company with 
over 35,000 employees providing each 
employee with a corporate laptop is both 
prohibiƟ vely expensive and incredibly 
diffi  cult to manage and maintain.

AŌ er idenƟ fying that providing SSL VPN 
access and laptops to each employee was 
not feasible to deploy for all employees 
the company invesƟ gated the possibility 
of providing remote access via the exisƟ ng 
terminal services capabiliƟ es available 
in employee workstaƟ ons’ OS.  However, 
with the terminal services related
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funcƟ onality and the company’s 
exisƟ ng SSL VPN soluƟ on, employees 
could transfer data from corporate 
servers or workstaƟ ons to their laptop 
or other access device. For a fi nancial 
insƟ tuƟ on allowing unrestricted data 
access and copies of confi denƟ al client 
and company data to exist on personal 
devices would violate compliance 
regulaƟ ons.  The company needed a 
soluƟ on that would provide remote 
access while prevenƟ ng data leakage.

The company was also concerned 
about scalability. SupporƟ ng 35,000 
users in a high availability confi guraƟ on 
would have required up to 20 SSL VPN 
appliances per site which is extremely 
cost prohibiƟ ve with no guarantee that 
the soluƟ on could handle dynamic 
fl uctuaƟ ng demand and worldwide 
corporate growth.

Solu  on
AŌ er evaluaƟ ng compeƟ Ɵ ve SSL VPN 
and remote access soluƟ ons the 
company selected DesktopDirect from 
Array Networks. IniƟ al tesƟ ng occurred 
on a single Array SPX appliance 
showed the capability of supporƟ ng 
close to 15,000 concurrent users. Final 
deployment consists of DesktopDirect 
deployed in a high availability 
confi guraƟ on to support four US and 
internaƟ onal datacenters. 

IT administrators have full control over 
which types of data and applicaƟ ons 
that a user can access remotely which 
blocks sources of data leakage and 
maintains compliance.

The company also uses a fl exible 
Business ConƟ nuity licensing for 
DesktopDirect. User count can exceed 
normal operaƟ ng rates for up to 10 
days with no intervenƟ on from IT. The 
company does not need to purchase 
user licenses for all 35,000 employees 
which signifi cantly reduces cost.

Benefi ts
Because DesktopDirect is accessed 
via a standard web browser using an 
employee’s exisƟ ng single sign-on 
credenƟ als, all employees can now 
have secure remote access from 
any locaƟ on which enables them to 
provide services to customers at all 
Ɵ mes and conƟ nue to work on Ɵ me 
criƟ cal projects securely. Employee 
self-registraƟ on signifi cantly reduces 
IT management Ɵ me, and with all 
fi les remaining on the employees’ 
corporate workstaƟ on or virtual 
desktop data leakage via remote 
access is eliminated.

DesktopDirect also provides Zero 
Service InterrupƟ on which enables 
DesktopDirect to automaƟ cally 

scale to tens of thousands of users 
automaƟ cally. By providing a feature 
that enables automaƟ c scalability the 
company can support an instantaneous 
increase in remote access users 
without administraƟ ve intervenƟ on. 
Not requiring datacenter changes 
in the middle of a work stoppage 
event has enabled the company to 
save resources that would have been 
required to reconfi gure and then reset 
confi guraƟ ons back to normal aŌ er 
the event.

In one instance, New York, the 
company’s headquarter city, was hit by 
a major snowstorm on a Friday in early 
2011. On a typical Friday the company 
will have up to 8,000 remote users 
accessing their workstaƟ ons via Array 
Networks DesktopDirect. Due to the 
snowstorm, public transportaƟ on was 
stopped and roads were impassible 
forcing many workers to remain at 
home. Over 15,000 users accessed 
their workstaƟ ons via DesktopDirect 
were able to remain home and 
conƟ nue working. The addiƟ onal 
7,000 users were handled seamlessly 
and their ability to work prevented 
the company from losing millions 
of dollars due to lost producƟ vity of 
7,000+ users.

The company has uƟ lized 
DesktopDirect for several years and 
is now expanding the deployment to 
support access to virtual desktops and 
desktop access on Apple iPads.
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